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Abstract: 

Hash functions play a significant ro le in  today's cryptographic applications. SHA (Secure Hash Algorithm) is famous message 

compress standard used in computer cryptography, it can compress a long message to become a short message abstract. In this 

paper, SHA- 256 is implemented using Verilog  HDL (Hardware Description Language). The SHA -256 Verilog source code is 

divided into three modules, namely Init ial, Round and Top module. The Verilog code is synthesized on Spartan 3E FPGA using 

Xilinx Chipscope Pro software tool. The test vectors have been applied to verify the correctness of the SHA -256 functionality. A 

comparison between the proposed SHA-256 hash function implementation with other related works shows that it achieves the 

introduced system can working higher operation frequency and needs less silicon area resources. The achieved performance in  t he 

term of throughput of the proposed system/architecture is much higher than the other hardware implementations. The proposed 

system could be used for the implementation of integrity units, and in many other sensitive cryptographic applications, such as, 

digital signatures, message authentication codes and random number generators. 

 

Keywords: SHA-256, Debugger, FPGA, SoC, JTAG, VIO, ADC, RAM 

 

I.      INTRODUCTION 

 

A hash function is a sort of operation that takes an input and 

produces a fixed-size string which is called the hash value. 

The input string can be of any length depending on the 

algorithm used. The produced output is a condensed 

representation of the input message or document and usually 

called as a message digest, a dig ital fingerprint o r a checksum. 

The size of the message digest is fixed depending on the 

particular algorithm being used. This means that for a 

particular algorithm, all input streams yield an output of same 

length. Furthermore a very s mall change in the input results 

with a completely different hash value. This is known as the 

avalanche effect. Hash functions can be classified as keyed 

and unkeyed hash functions. The keyed hash functions take a 

secret key as an additional input parameter. In this case, the 

above defined characteristics of hash functions are satisfied for 

any value of the secret key. Keyed hash functions are also 

named as Message Authentication Codes or MACs. In this 

study, we only deal with unkeyed hash functions.  If a hash 

function were not used, the recipient would not be sure that the 

data integrity is protected. Since hash functions are one way 

functions, any change in the document will change the 

signature and the signature would not be validated. As a result, 

when the signature is validated, the recip ient makes sure that 

the document is not altered. Another benefit of d igital 

signatures is the authentication of the source of the messages. 

Since private key used in the encryption process  belongs to a 

specific user, a valid signature shows  that the message is sent 

by that user. One of the earliest proposed applications of 

digital signatures was to facilitate the verification of nuclear 

test ban treaties. The United States and Soviet Union (do not 

exist anymore) permitted each other to put seis mometers on 

the other’s soil to monitor nuclear tests. The problem was that 

each country needed to assure itself that the host nation was 

not tampering with the data from the monitoring nation’s 

seismometers. Simultaneously, the host nation needed to 

assure itself that the monitor was sending only the specific 

informat ion needed for monitoring. Conventional 

authentication techniques can solve the first problem, but only 

digital signatures can solve both problems. The host nation 

can read but not alter the data from seismometer and the 

monitoring nation knows that the data has not been tampered 

with.  
 

II. TES TING TECHNIQUES  

 

Advanced mechanical systems and multimedia applications 

are increasingly required  to provide hard real-                      

time performance while maintain ing low power. These 

requirements are leading  to SoC solutions with multiple 

processor cores and active peripherals. Systems are further 

constrained by requirements to operate in harsh environments 

such as within a vehicle’s engine bay or even its gearbox. 

Development of embedded computer systems, where missed 

deadlines can result in physical damage to the mechanics, is an 

aggressive challenge. Efficient tools such as debuggers and 

profilers are an essential part of overcoming these challenges 

and are vital in the development of dependable embedded 

systems. Advancements in technology now permit the 

integration of an entire system onto a single silicon chip, 

known as a system-on-chip (SoC), which results in the 

existing external interfaces used extensively for    

development purposes being moved on-chip. Traditionally, the  

communicat ions within an embedded system take place using 

the processor’s external system bus that is realised as tracks on 

a printed circuit board (PCB). The PCB supports convenient 

attachment points for the development tools that require a 

physical connection, such as logic analysers and storage 

oscilloscopes. The placement of the previously external 

interfaces on-chip leaves increasingly few points of 

attachment for external analysis tools, rendering developers 

‘blind’ to the SoC internal state. Without a reliable and 

consistent view of an embedded system’s state, defects or 

bugs in the system can become difficult or even impossible to 

find. The primary solution to this lack of external interfaces is 
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to make the internal nodes observable again from outside the 

system. There are many different approaches to achieving the 

required visibility; this review outlines them. Debug support 

can be defined as the strategy of placing access points within a 

system such as debuggers, profilers and calibration. Including 

both traditional bench equipment and basic on-chip debug 

support. Bench equipment includes logic analysers and storage 

oscilloscopes, triggered by internal detection units that 

observe the input signals or by on-chip debug support 

resources that signal events via a dedicated break output pin. 

Basic on-chip debug support provides facilities for remotely 

located development tools to run and control an embedded 

processor’s program via a development interface known as a 

‘run-control’ interface. Basic on-chip debug support provides 

minimal interface to control the SoC. Software support can be 

active at runtime but will be in contention with the system 

tasks, substantially impacting the system’s behaviour. Once 

halted, monitor routines provide a reliable means of 

observation and control. The process of stopping and starting 

the SoC, however, is not always practical, especially fo r real-

time systems. Stopping and resuming usually changes the 

relationship between the system and the environment. When 

the SoC is stopped, the environment continues unless being 

simulated as in the case of a test bench. The intrusive nature of 

software instrumentation makes it  unsuitable for hard real-

time systems when used with the ‘real’ production mechanics. 

Any instrumentation included during  debugging would be 

removed in the product, thereby changing the overall 

behaviour. A second disadvantage of this strategy is that it 

only supports ‘post-mortem’ debugging that provides 

observation once the errors are visible, not when they actually 

occur. Software instrumentation is, however, very useful in 

some applicat ions and is much safer to use in systems with 

soft deadlines, such as those not controlling the actual 

mechanics, part icularly if the system is not operating at 

maximum capacity. Furthermore, a recent study has shown 

that for a hard real-time system designed to withstand the non-

determinis m of using cached memory, carefully optimised 

light weight software instrumentation only slightly reduces 

determinis m when profiling high-level tasks. 

 

III. PROPOS ED SYS TEM 

ON CHIP DEBUGGER CORES  

The On chip debugger program consists of two basic 

debugging tools. These are Core Generator and Core Inserter. 

The Core Generator tool is a  graphical user interface used to 

generate different type of cores inside the FPGA. On the other 

hand, Core Inserter is a post-synthesis tool used to debug 

functionality and analyze an already synthesized design 

without any HDL instantiation. 

 

 

 

Figure.1. Block Diagram of Chipscope Flow 

In this project, core generator has been used because of the 

need for using the VIO (virtual input/output) core that is not 

available in the inserter flow 

 

FPGA BAS ED DIGITAL S YSTEM  

 

THE SECURE HASH STANDARD (SHA) WAS FIRST PUBLISHED 

BY THE NIST. IN NEW HASHING ALGORITHMS WERE PROPOSED. 

THIS NEW FAMILY OF HASHING ALGORITHMS KNOWN AS SHA-

2, USE LARGER DIGEST MESSAGES, MAKING THEM MORE 

RESISTANT TO POSSIBLE ATTACKS AND ALLOWING THEM TO BE 

USED WITH LARGER BLOCKS OF DATA, UP TO 2128 BITS, E.G. IN 

THE CASE OF SHA512.  

 

 
 

Figure.2. Block Diagram of Proposed algorithm flow 

 

IV. DES CRITION OF THE MODULES  US ED: 

 

The SHA-2 hashing algorithm is the same for the SHA256, 

SHA224, SHA384, and SHA512 hashing functions, differing 

only in the size of the operands, the initializat ion vectors, and 

the size of the final digest message. The following describes 

the SHA-2 algorithm applied to the SHA256 hash function, 

followed by the description of the SHA512 hash function, 

which d iffers mostly in the size o f the operands, us ing 64-b it 

words instead of 32-b it. Note that SHA224 and SHA384 are 

computed as SHA256 and SHA512, respectively, with the 

final hash value truncated to the corresponding size, the 

Initializat ion Vector also differs. The SHA256 Hash function 

produces a final digest message of 256 bits, that is dependent 

of the input message, composed by multip le b locks of 512 bits 

each. This input block is expanded and fed to the 64 cycles of 

the SHA256 function in  words of 32 b its each (denoted by 

Wt). In  each cycle or round of the SHA-2 algorithm the 

introduced data is mixed with the current state. This data 

scrambling is performed by additions and logical operations, 

such as bitwise logical operations and bitwise rotations. The 

computational structure of each round of this  algorithm is 

depicted in Figure 1. The several functions presented in this 

figure are described in  Appendix I.  The value Wtis the 32-b it 

data word, for the t round, and the Ktvalue represents the 32-

bit constant that also depends on the round. The 32-bit values 

of the A to H variables are updated in each round and the new 

values are used in the following round. The initial values of 

these variables is given by the 256-bit  constant value specified 

in [10], this value is only set for the first datablock. The 

consecutive data blocks use the intermediate hash value, 

computed for the previous data block. Each 512 data block is 

processed for 64 rounds, after which the values of the 

variables to Hare added to the previous digest message, in 

order to obtain partial d igest message. To better illustrate this 

algorithm a pseudo code representation is depicted in Figure 2. 
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The final Digest Message (DM) for a given data stream, is 

given by the result of the last data block. 
In the SHA-2 algorithm the computation described in Figure 1 

is performed for 64rounds for theSHA256, in  each round a 32-

bit word  obtained from the intermediate hash value is used. 

However each data block only has 16 32-bits words for 

SHA256, resulting in the need to expand the initial data block 

to obtain the remain ing words. In  order to assure that the input 

message in a mult iple of 512 bits, as required by the SHA256 

hash function, it  is necessary to pad the original message. This 

message padding also comprises the inclusion of the original 

message dimension to the padded message. This operation can 

be efficiently implemented in software with a min imal cost. 

 

V. OPERATION AND FUNCTIONALITY OF THE 

SYSTEM 

 

Every hash computation process consists of two stages [2, 3]. 

The first stage is the preprocessing stage. In this stage the 

message is padded, parsed into n-blocks and the chaining 

variables are in itialized. In  the second stage, hash calculation 

is done. In the hash calculation stage, constants, functions and 

word operations specific to the hash function are used. Hash 

calculation generates a message schedule from the padded 

message and uses that schedule, along with functions, 

constants and word operations to iteratively generate a series 

of hash values. The final hash value generated by the hash 

computation is used to generate the message digest. This 

scenario is illustrated below in  Figure 1.10.In  this project, 

hash functions SHA-1 and SHA-256 are implemented on 

FPGA in  a processor structure. The design is  described and 

captured using a hardware description language, namely 

VHDL. Due to the rap id developments in the wireless 

communicat ions area and personal communicat ions systems, 

providing informat ion security has become a more and more 

important subject. This security concept becomes a more 

complicated subject when next-generation system 

requirements and real-time computation speed are considered. 

In order to solve these security problems, lots of research and 

development activit ies are carried  out and cryptography has 

been a very important part of any communication system in 

the recent years. 

 

 
Figure.3. General Hash Computation Flow 

Cryptographic algorithms fulfil specific information security 

requirements such as data integrity, confidentiality and data 

origin  authentication. Hash functions are among the most 

important cryptographic algorithms and used in the several 

fields of communication integrity and signature authentication. 

These functions are sort of operations that take an arbitrary 

length of input and produce a condensed representation of that 

input. This condensed representation of an arb itrary  long input 

is usually referred as message digest or hash value.  The size 

of the message digest is fixed depending on the particular hash 

function being used. The security of a hash function is direct ly 

related to this message digest length. Hash functions have 

some specific p roperties  that make them secure; these 

properties are pre-image resistance, second pre-image 

resistance and collision resistance as indicated in the 

documents of FIPS. Pre -image resistance means that for all 

predefined hash values it is computationally very hard to  find 

an input having that particular hash value. Second pre-image 

resistance means that given an input, it is computationally 

very hard to find another input such that both inputs have the 

same hash value. Collision resistance means that it is 

computationally very  difficult  to find two  inputs having the 

same hash value. Hash functions are mostly used to provide 

password authentication in different applications, generating 

digital signature with DSA (Digital Signature Algorithm) and 

for verify ing data integrity.  In  order to protect passwords 

from attacks, hash values of the passwords are stored in the 

password database rather than clear text . When a user logs into 

the system, the hash of the password entered by the user is 

calculated and compared with the one stored in the database. If 

two hash values match, the user is authenticated; otherwise the 

user is not granted. In order to generate digital signatures and 

sign the document with that signature, the hash value of the 

document is calculated. Then, this calcu lated hash value is 

encrypted with a private key/public key using an encryption 

algorithm. This digital signature is appended to the document 

and the document is sent with that signature. At the receiving 

end only the user having the public key/private key related to 

the person sending the document can decrypt the digital 

signature and reach to the original hash value. The receiving 

person then calculates the hash value of the received 

document. If the two hashes match then both the origin of the 

document is authenticated and the content of the document is 

verified. In order to verify data integrity, the hash values of the 

documents are calculated and kept in a location. Then at a later 

time, hash value of the document is recomputed. If the hash 

values do not match one conclude that the file  is corrupted. 

The same technique is used for time stamping the documents. 

There are lots of hash functions developed up to now and 

MD5 (128 bit), SHA-1, SHA-256, SHA-384 and SHA -512 are 

the most popular of them. The oldest of these hash functions is 

the MD5 hash function. This function is developed in  1991 

and has an output size of 128 b its. Researches on developing 

more secure hash functions continued and in 1993 a more 

secure hash function SHA-1 which provides an output size of 

160 b its is developed. In 2002, In order to catch security levels 

offered by other cryptographic algorithms, NIST developed 

the three new hash functions: SHA-256, SHA-384 and SHA-

512.  These hash functions are standardized with SHA-1 as 

SHS (Secure Hash Standard). A 224-bit hash function SHA-

224, based on SHA-256, has been added to SHS in  2004. Hash 

calculations are main ly composed of three sections. In the first 

part the incoming message is padded and fixed sized message 

blocks are prepared according to the particular hash function 

being applied. After these padding operations, the message 

schedule is prepared. In this state, message block is further 
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divided into sub blocks to be used in each round of the hash 

calculation process. In the hash calculation process message 

digest is computed after some specific number of iterat ions 

related to the algorithm by using  

 Algorithm specific constants 

 Message words prepared by the message scheduler 

 The chaining variables 

Hash functions can be implemented in hardware or 

software. However, as security and throughput requirements 

of the systems increase, it is found that software 

implementations cannot provide desired security and 

throughput values As a result, it is preferred to implement the 

hash functions in hardware. There are several hash function 

implementations in the literature and commercially available 

in the market.  

 

OUTPUT 

  

 
Figure.4. Output waveform of S HA 256 Algorithm  

 

The figure 5.3 is the output waveform of  the designed SHA 

256 hash Algorithm and this has the input text of 32 b it 

“VLSI” and the output hash value of“a187d554_ be4bc690_ 

90c241ac_4bf00a46_bdb15009_fa5841f8_c9cd653a_5ac0942

5”  

 

VI. CONCLUS ION 

 

In the past different FPGA based designs have been 

implemented with serious difficulties in verifying and 

debugging. The Chip scope technology allowed us to save the 

implementation time, effort and to eliminate hidden bugs. This 

work presented a new methodology for verifying and 

debugging an FPGA based system. The three debugging cores 

have been employed in  this process to form the components of 

the logic analyser circuit. This will give more flexibility to the 

designer to check the functionality of each part of the system 

without having to re-implement the entire design.The 

proposed design is verified using Xilinx ISE 14.2 tool on 

software by timing simulation and is implemented using 

Spartan 3E FPGA hardware. Verilog HDL is used to design 

and capture SHA-256 in Xilinx ISE software environment. 

The design is implemented on Xilinx FPGA and results are 

given as waveforms fo r verification, test vectors are used and 

observed that the design generates correct hash values. The 

proposed SHA-256 design achieves a higher working 

frequency. 
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